BIOLOGICAL WEAPONS CONVENTION PROTOCOL:
STATUS AND IMPLICATIONS

HEARING

BEFORE THE
SUBCOMMITTEE ON NATIONAL SECURITY,
VETERANS AFFAIRS AND INTERNATIONAL
RELATIONS

OF THE

COMMITTEE ON
GOVERNMENT REFORM

HOUSE OF REPRESENTATIVES

ONE HUNDRED SEVENTH CONGRESS

FIRST SESSION

JUNE 5, 2001

Serial No. 107-71

Printed for the use of the Committee on Government Reform

&

Available via the World Wide Web: http:/www.gpo.gov/congress/house
http://www.house.gov/reform

U.S. GOVERNMENT PRINTING OFFICE
80-137 PDF WASHINGTON : 2002

For sale by the Superintendent of Documents, U.S. Government Printing Office
Internet: bookstore.gpo.gov Phone: toll free (866) 512—-1800; DC area (202) 512—-1800
Fax: (202) 512-2250 Mail: Stop SSOP, Washington, DC 20402-0001



COMMITTEE ON GOVERNMENT REFORM
DAN BURTON, Indiana, Chairman

BENJAMIN A. GILMAN, New York HENRY A. WAXMAN, California
CONSTANCE A. MORELLA, Maryland TOM LANTOS, California
CHRISTOPHER SHAYS, Connecticut MAJOR R. OWENS, New York
ILEANA ROS-LEHTINEN, Florida EDOLPHUS TOWNS, New York
JOHN M. McHUGH, New York PAUL E. KANJORSKI, Pennsylvania
STEPHEN HORN, California PATSY T. MINK, Hawaii

JOHN L. MICA, Florida CAROLYN B. MALONEY, New York
THOMAS M. DAVIS, Virginia ELEANOR HOLMES NORTON, Washington,
MARK E. SOUDER, Indiana DC

JOE SCARBOROUGH, Florida ELIJAH E. CUMMINGS, Maryland
STEVEN C. LATOURETTE, Ohio DENNIS J. KUCINICH, Ohio

BOB BARR, Georgia ROD R. BLAGOJEVICH, Illinois
DAN MILLER, Florida DANNY K. DAVIS, Illinois

DOUG OSE, California JOHN F. TIERNEY, Massachusetts
RON LEWIS, Kentucky JIM TURNER, Texas

JO ANN DAVIS, Virginia THOMAS H. ALLEN, Maine

TODD RUSSELL PLATTS, Pennsylvania JANICE D. SCHAKOWSKY, Illinois
DAVE WELDON, Florida WM. LACY CLAY, Missouri

CHRIS CANNON, Utah
ADAM H. PUTNAM, Florida _
C.L. “BUTCH” OTTER, Idaho
EDWARD L. SCHROCK, Virginia BERNARD SANDERS, Vermont
_— (Independent)

KEVIN BINGER, Staff Director
DANIEL R. MoLL, Deputy Staff Director
JAMES C. WILSON, Chief Counsel
ROBERT A. BRIGGS, Chief Clerk
PHIL SCHILIRO, Minority Staff Director

SUBCOMMITTEE ON NATIONAL SECURITY, VETERANS AFFAIRS AND INTERNATIONAL

RELATIONS

CHRISTOPHER SHAYS, Connecticut, Chairman
ADAM H. PUTNAM, Florida DENNIS J. KUCINICH, Ohio
BENJAMIN A. GILMAN, New York BERNARD SANDERS, Vermont
ILEANA ROS-LEHTINEN, Florida THOMAS H. ALLEN, Maine
JOHN M. McHUGH, New York TOM LANTOS, California
STEVEN C. LATOURETTE, Ohio JOHN F. TIERNEY, Massachusetts
RON LEWIS, Kentucky JANICE D. SCHAKOWSKY, Illinois
TODD RUSSELL PLATTS, Pennsylvania WM. LACY CLAY, Missouri

DAVE WELDON, Florida
C.L. “BUTCH” OTTER, Idaho _—
EDWARD L. SCHROCK, Virginia

Ex OFFICIO

DAN BURTON, Indiana HENRY A. WAXMAN, California

LAWRENCE J. HALLORAN, Staff Director and Counsel
R. NicHOLAS PALARINO, Senior Policy Advisor
JASON M. CHUNG, Clerk
DAvID RAPALLO, Minority Counsel

1)



CONTENTS

Hearing held on June 5, 2001 ........cccooiiiiiiiiiiiiieie et
Statement of:

Zelicoff, Alan, senior scientist, nonproliferation initiatives, Sandia Na-
tional Laboratories; Amy Smithson, senior associate, Henry L. Stimson
Center; Barbara Hatch Rosenberg, project director, Chemical/Biological
Arms Control, Federation of American Scientists; Gillian R. Woollett,
associate vice president, biological and biotechnology, Pharmaceutical
Research and Manufacturers of America; and Colonel Robert P. Kadlec,
professor of military strategy and operations, National War College ......

Letters, statements, etc., submitted for the record by:

Kadlec, Colonel Robert P., professor of military strategy and operations,
National War College, prepared statement of ...........ccceeeevveeeviieeecveeenneen.

Rosenberg, Barbara Hatch, project director, Chemical/Biological Arms
Control, Federation of American Scientists, prepared statement of .........

Shays, Hon. Christopher, a Representative in Congress from the State
of Connecticut:

Letter dated June 1, 2001 .......ccccoiviiiiiiiiiiiiieeee e e eeannees
Prepared statement of ............cccccvviieiiiiiieiiie e

Smithson, Amy, senior associate, Henry L. Stimson Center, prepared
statement of ..o

Tierney, Hon. John F., a Representative in Congress from the State
of Massachusetts, prepared statements of Ambassador Sheaks and Am-
bassador Mahley .........cccvveoiiiiiiieieieeeeiee ettt e et e e s e e aaee s

Woollett, Gillian R., associate vice president, biological and biotechnology,
Pharmaceutical Research and Manufacturers of America, prepared
statement of ..o

Zelicoff, Alan, senior scientist, nonproliferation initiatives, Sandia Na-
tional Laboratories, prepared statement of ...........cccccoeevieiieniiieniieniinniene

(I1D)

57
29

90

18

73

45
10






BIOLOGICAL WEAPONS CONVENTION
PROTOCOL: STATUS AND IMPLICATIONS

TUESDAY, JUNE 5, 2001

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON NATIONAL SECURITY, VETERANS
AFFAIRS AND INTERNATIONAL RELATIONS,
COMMITTEE ON GOVERNMENT REFORM,
Washington, DC.

The subcommittee met, pursuant to notice, at 2:05 p.m., in room
2154, Rayburn House Office Building, Hon. Christopher Shays
(chairman of the subcommittee) presiding.

Present: Representatives Shays, Putnam, Gilman, Shrock, and
Tierney.

Staft present: Larry Halloran, staff director and counsel; R. Nich-
olas Palarino, senior policy advisor; Jason M. Chung, clerk; Kristin
Taylor, intern; and David Rapallo, minority counsel.

Mr. SHAYS. A quorum being present, the Subcommittee on Na-
tional Security, Veterans Affairs and International Relations hear-
ing, entitled, “Biological Convention Weapons Protocol: Status and
Implications,” is called to order.

In 1969, the United States unilaterally renounced the use of bio-
logical weapons and foreswore all aspects of an offensive bioweap-
ons program. The Soviet Union also claimed no active interest in
germ warfare. Based in part on those mutual assurances, rare in
the bipolar cold war strategy environment, drafters of the 1972 Bio-
logical Weapons Convention [BWC], did not attempt to include ver-
ification or enforcement provisions.

But the disclosure of a vast biological arsenal, of a vast Soviet
biological arsenal, Iraq’s use of prohibited toxic agents against
Iran, and the emergence of terrorists eager to inflict mass casual-
ties generated calls to strengthen the BWC. For almost a decade,
discussions have been underway among the 159 BWC signatory na-
tions on ways to verify compliance and deter violations.

Consensus on a workable addendum or protocol to the BWC has
proven elusive. Negotiators have been frustrated by the inherent
difficulty, some would say utter impossibility, of policing the pro-
liferation of nationally occurring organisms and dual-use tech-
nologies so easily converted from lawful to lethal purposes. Many
doubt arms control principles and regimes—regimens designed to
stop missiles will work against microbes. Some believe the pro-
posed protocol will provide little benefit in the fight against biologi-
cal weapons, while placing an unjustifiable burden solely on those
already committed to wage that fight.
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Working toward a target, not a deadline, of next November to
present a complete protocol to the BWC Review Conference, the ad
hoc group of negotiators in Geneva recently began considering pro-
posals to resolve critical and controversial issues: expert controls,
facility declaration thresholds, inspection triggers, the extent of on-
site activities, and role of enhanced disease surveillance in detect-
ing violations.

As the negotiating intensifies, pressure will build to adopt a pro-
tocol, almost any protocol, if only as a symbol of that political will
to do something about biological weapons. But against so insidious
a threat, against a class of warfare, the BWC itself declares, “re-
pugnant to the conscience of mankind,” a symbolic step is no sub-
stitute for substantive progress. Settling for symbolism could in
fact undermine the political consensus and technical support need-
ed to achieve tangible results.

The previous administration said as much last September in tes-
timony before this subcommittee. Ambassador Donald Mahley, spe-
cial negotiator for chemical and biological arms control, told us,
“the United States will not accept a protocol that undermines rath-
er than strengthens national and international efforts to address
the BW threat.”

Continuing our oversight of the U.S. approach to this critical
issue, we invited the new administration and the panel of distin-
guished experts to assess the status and implications to the BWC
protocol. We ask them to address how the U.S. negotiating position
was formulated, how national security data and private property
can be protected in any intrusive declaration and inspection regi-
men, and what additional steps might be proposed to improve BWC
implementation.

Yesterday the White House requested more time to finalize a re-
sponse to our questions. I regretfully in some ways acceded to that
request but felt that I would do that.

But we will hear testimony from witnesses who bring a breadth
of experience and depth of insight to this discussion. We appreciate
their time and their expertise, and we look forward to their testi-
mony.

And I will say that when the administration made the request
to defer testifying before this committee, we were going to cancel,
and then we realized, certainly we acknowledged the fact that we
have an excellent panel. We know that some of you came here to
testify, and we thought that it is important that we proceed. So we
are happy you are here. We are delighted to have this hearing,
very unhappy the administration has once again requested a
deferment before this committee.

[The prepared statement of Hon. Christopher Shays follows:]



DAN BURTON. INDIANA.
MAN

BENLAMIN A GiLMAN NEW YORK
CONSTANCE & MORELLA, MARYLANG

ONE HUNDRED SEVENTH CONGRESS

HENRY A WAXMAN. CALIFORNA,
RANKING MINORITY MEMBER

TGS, CALIFORN®

CRAISTOPHER SHAYS. CONNECTIC.T
SLEANA ROS-LEMTINEN, FLORIDA
JOHN M IACHUGH. NEW YORK

77 DUEN HORN. CALIFGRNIA

/E SOUDER, INDIANA
5 SCARBOROUGH, FLORIDA
STEVEN C. LaTOURETTE, OHIO R0D R, BLA

80B BARR. GEORGUA
DAN MILLER, FLORIDA

DOUG OSE. CALIFORNIA
RON LEWIS, KENTUCKY
JO ANN DAVIS, VIRGINIA
TODD RUSSELL PLATTS, PENNSYLVANIA
DAVE WELOON, FLORID,

CHRIS CANNON UTAH

ADAM H.PUTHAM, FLORIDA
€L "BUTCH OTTER, I0)
EOWARD L. SCHAOCK, VIRGINIA

IBouge of Representatives

COMMITTEE ON GOVERNMENT REFORM
2157 RayBURN House OFFICE BUILDING
WasHinaTON, DC 205156143

Facsme (202} 2253074
A0RITY (207) 225-5074
MncRITY (202) 225-505¢

A

AHO

wyw house.govirefom

SUBCOMMITTEE ON NATIONAL SECURITY, VETERANS AFFAIRS,
AND INTERNATIONAL RELATIONS
Christopher Shays, Connecscut
airman
Room B-372 Rayburn Buiiding
Washington, D.C. 20515
Tel: 202 225-2548
Fax. 202 225-2382
GROCNS@nailhouse gov
ntiibwwe house. govreformrs!

Statement of Rep. Christopher Shays
June 5, 2001

In 1969, the United States unilaterally renounced the use of biological weapons
and foreswore all aspects of an offensive bio-weapons program. The Soviet Union also
claimed no active interest in germ warfare. Based in part on those mutual assurances,
rare in the bi-polar Cold War strategic environment, drafters of the 1972 Biological
Weapons Convention (BWC) did not attempt to include verification or enforcement
provisions.

But the disclosure of a vast Soviet biological arsenal, Iraq’s use of prohibited
toxic agents against [ran and the emergence of terrorists eager to inflict mass casualties
generated calls to strengthen the BWC. For almost a decade, discussions have been
underway among the 159 BWC signatory nations on ways to verify compliance and deter
violations.

Consensus on a workable addendum, or protocol, to the BWC has proven elusive.
Negotiators have been frustrated by the inherent difficulty, some would say utter
impossibility, of policing the proliferation of naturally occurring organisms and dual-use
technologies so easily converted from lawful to lethal purposes. Many doubt arms
control principles and regimes designed to stop missiles will work against microbes.
Some believe the proposed protocol would provide little benefit in the fight against
biological weapons while placing an unjustifiable burden solely on those already
committed to wage that fight.
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Working toward a target, not a deadline, of next November to present a completed
protocol to the BWC Review Conference, the Ad Hoc Group of negotiators in Geneva
recently began considering proposals to resolve critical, and controversial, issues: export
controls, facility declaration thresholds, inspection triggers, the extent of on-site activities
and role of enhanced disease surveillance in detecting violations.

As the negotiating intensifies, pressure will build to adopt a protocol, almost any
profocel, if only as a symbol of the political will to do something about biological
weapons. But against so insidious a threat, against a class of warfare the BWC itself
declares “repugnant to the conscience of mankind” a symbolic step is no substitute for
substantive progress. Settling for symbolism could in fact undermine the political
consensus and technical support needed to achieve tangible results.

The previous administration said as much. Last September, in testimony before
this Subcomumittee, Ambassador Donald Mahley, Special Negotiator for Chemical and
Biological Arms Control, told us, “The United States will not accept & Protocol that
undermines rather than strengthens natioral and international efforts to address the BW
threat.”

Continuing our oversight of the U.8. approach to this crucial issue, we invited the
new administration, and a panel of distinguished experts, to assess the status and
implications of the BWC protocol. We asked them to address how the U.S. negotiating
position was formulated, how national security data and private property can be protected
in any intrusive declaration and inspection regime, and what additional steps might be
proposed to improve BWC iraplementation.

Yesterday, the White House requested more time to finalize a response to our
questions. I reluctantly acceded to that request.

But we will hear testimony from wimesses who bring a breadth of experience and
depth of insight to this discussion. We appreciate their time and their expertise. We look
forward to their testimony.
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Mr. SHAYS. At this time I'd invite Mr. Putnam, if he has any
statement to make, the vice chairman of the committee.

Mr. PUTNAM. Thank you, Mr. Chairman. I appreciate your put-
ting together this hearing and I appreciate the panel that you have
assembled coming here today, and eagerly await the White House’s
response to your request.

Mr. SHAYS. Thank you. Mr. Schrock.

Mr. SCHROCK. Mr. Chairman, I have no formal statement, but I
welcome you as well.

Mr. SHAYS. Great. Well, we are about to proceed, and let me just
get rid of some technical requirements here. I ask unanimous con-
sent that all members of the subcommittee be permitted to place
an opening statement in the record and that the record remain
open for 3 days for that purpose. Without objection, so ordered.

I ask further unanimous consent that all witnesses be permitted
to include their written statement in the record, and, without objec-
tion, so ordered.

We have a panel of five people, and we have been looking for-
ward to hearing from this panel. We have Mr. Alan Zelicoff, senior
scientist, Nonproliferations Initiative, Sandia National Labora-
tories. Did I say that right?

Mr. ZELICOFF. You did, sir.

Mr. SHAYS. And we have Dr. Amy Smithson, senior associate,
Henry L. Stimson Center. Where is that?

Ms. SMITHSON. It is here in Washington, DC, sir, at Dupont Cir-
cle.

Mr. SHAYS. And Dr. Barbara Hatch Rosenberg, a project director,
Chemical/Biological Arms Control, Federation of American Sci-
entists.

And we have Dr. Gillian R. Woollett?

Ms. WOOLLETT. It’s Gillian Woollett.

Mr. SHAYS. Gillian Woollett, thank you—with a nice accent. As-
sociate vice president, biological and biotechnology, Pharmaceutical
Research and Manufacturers of America.

And Colonel Robert P. Kadlec, professor of military strategy and
operations, National War College.

This is our only panel. We have 5 minutes. We are going to roll
over. So you have 10 minutes if you need it. Somewhere between
5 and 10 we would like you to finish, and we are ready to go, ex-
cept we have to swear you in.

You can still see I am unhappy we have one panel instead of two.
If you would stand up and raise your right hands, please.

[Witnesses sworn.]

Mr. SHAYS. Note for the record everyone has responded in the af-
firmative.

We need a little oil for this thing here.

You are on.
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STATEMENTS OF ALAN ZELICOFF, SENIOR SCIENTIST, NON-
PROLIFERATION INITIATIVES, SANDIA NATIONAL LABORA-
TORIES; AMY SMITHSON, SENIOR ASSOCIATE, HENRY L.
STIMSON CENTER; BARBARA HATCH ROSENBERG, PROJECT
DIRECTOR, CHEMICAL/BIOLOGICAL ARMS CONTROL, FED-
ERATION OF AMERICAN SCIENTISTS; GILLIAN R. WOOLLETT,
ASSOCIATE VICE PRESIDENT, BIOLOGICAL AND BIO-
TECHNOLOGY, PHARMACEUTICAL RESEARCH AND MANU-
FACTURERS OF AMERICA; AND COLONEL ROBERT P.
KADLEC, PROFESSOR OF MILITARY STRATEGY AND OPER-
ATIONS, NATIONAL WAR COLLEGE

Mr. ZELICOFF. Thank you, Mr. Chairman.

Mr. SHAYS. Thank you.

Mr. ZELICOFF. I am honored for this opportunity to address you
today, and since your time is precious, I'll briefly fill you in on my
background and then get right to the items that you have asked
me to address.

My name is Alan Zelicoff. I am a physician and physicist, and I
work in the Center for National Security and Arms Control at
Sandia National Laboratories, which is one of the three Depart-
ment of Energy weapons labs, but we’re charged with a broad
array of tasks addressing national security outside the nuclear
realm.

My center, in which I am one of two senior scientists, has had
considerable experience in the primary research and development
in a wide array of verification technologies for use in most of the
existing multilateral and bilateral arms control treaties to which
the United States is a signatory. We're also deeply involved in the
day-to-day analysis of data of relevance to these treaties, and pro-
vide technical support to both the international and national bodies
responsible for implementation and monitoring of these treaties.

In particular, Sandia designed and carried out the most exten-
sive of all mock trial inspections for the Biological Weapons Con-
vention, both in the United States and internationally, following its
participation in very similar studies that predated the final nego-
tiations and signatures on the Chemical Weapons Convention.

Now, the committee has heard before from Mr. Mahley and oth-
ers of the very—of the many problematic differences between ver-
ification of the Chemical Weapons Convention and putative ver-
ification of the Biological Weapons Convention. I'm not going to re-
peat those very important distinctions as I respond to the commit-
tee’s charge, but in so doing, I will try to provide you with a tech-
nical as opposed to political reference point and I will refer to some
of those distinctions that have been made previously.

And, again, I will try to be technical, as I'm quite sure you get
more than enough politicized information up here on the Hill, and
as a scientist I'll try to endeavor to highlight some objective data
and observations that I hope will assist you in your work.

First, the committee asked how the United States developed ver-
ification policy for the Biological Weapons Convention. Well, we
began well enough and I believe in a highly credible way with a
series of surveys of experts to identify the potential unique and
problematic aspects of inspections in support of the BWC, followed
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then by increasingly sophisticated mock inspection exercises based
on questions raised during those surveys.

These exercises were conducted in a variety of facilities, includ-
ing the manufacturing facility at Department of Defense biological
weapons defense laboratory, a university medical school and the
most advanced aerosol-biology facility in the United States, and fi-
nally at an explosives testing facility, all of which are of potential
relevance to the BWC. And this constitutes the entirety of the
United States’ experience in testing measures such as challenge in-
spections, compliance assurance, and familiarization visits; in other
words, more or less the compendium of all of the approaches that
have been advocated for strengthening the BWC. In my technical
opinion, these trial inspections constitute as well the entirety of sci-
entifically designed, well-controlled investigations into the utility of
various measures done anywhere by anyone.

And here I would like to issue an important caution to the mem-
bers of the committee. When you hear claims that other trial in-
spections for the BWC resulted in successful demonstration of such
items as managed access, compliance checking, protection of propri-
etary information, or validation of declarations under the treaty, be
just a bit skeptical. To the best of my knowledge, none—and I
mean none—of the other mock inspections that have been con-
ducted meet any of those scientific requirements for trial inspec-
tions; and none save those—none in the United States, have been
published with their methodologies, hypotheses and analyses for all
to see.

Trial inspections are very difficult. They are expensive to execute
properly, and it is all too easy to conduct a trial and populate it
with hand-picked participants to get the answers that one wishes
to hear. We can do, and we did do much better than this.

The U.S. trial outcomes, Mr. Chairman, were clear. Only two
measures that have been proposed for the BWC, challenge inspec-
tions and disease outbreak surveillance and investigation, resulted
in information that was useful for monitoring the BWC. The other
oft-touted measures, such as declarations checking, resulted in so
much ambiguous data that the inspection teams left the sites, con-
vinced that legitimate activities were covers for biological weapons
activities.

There is no mystery in this. Most of the activities in the daily
work of pharmaceutical and biodefense facilities are indistinguish-
able from activities that could be prohibited by the BWC. Con-
versely, illicit work might be done in similar places and is very eas-
ily hidden. And our technology, regrettably, at the moment does
not provide us with the diagnostic tests that can separate evil in-
tent from legal and perfectly permissible activities.

To be concrete, a random visit to a modern pharmaceutical facil-
ity, for example, would be unlikely to uncover prohibited activities,
even if they existed, because of the size and multiplicity of proc-
esses taking place. Rather, the very acts of genetic engineering,
large-scale fermentation, and the entire array of standard operat-
ing procedures will meet any expectations in the pre-formed eye of
the beholder.

On the other hand, if a specific allegation were to be leveled, for
example, production of large quantities of anthrax at a specific
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time and place, there is a reasonable chance that the illegal activ-
ity would be unveiled, assuming that access was granted in a time-
ly fashion.

Despite these valuable results, the process of policy development
within the U.S. Government, protocol negotiations soon faltered. It
is, Mr. Chairman, a not very well-kept secret that there was in-
tense friction between the National Security Council and the en-
tirety of the Interagency Working Group on Biological Weapons
Control throughout the past 8 years while policy was under devel-
opment. Essentially, nothing in the way of tangible policy was put
forward during this time because one, or at most a few, low-level
staffers within the NSC sought to suppress the results of the mock
inspections, break interagency consensus on negotiating strategy,
and impose an extraordinarily ill-suited vision for the BWC proto-
col, which was to make it like the chemical weapons protocol.

Nothing could be more wrong-headed, for all of the reasons you
heard in last September’s testimony, and nothing could be more de-
structive for the future of the BWC. There is no question that there
was a complete absence of serious administration attention to the
negotiations taking place in Geneva. Otherwise these grating ques-
tions about goals and tactics that haunted all members of the dele-
gation for the past 8 years would have been resolved. That low-
level NSC functionaries were able to force gridlock speaks volumes
about the lack of leadership for and periodic review of the U.S. ne-
gotiating stance.

Now, this brings me to the second question raised by the commit-
tee, which is what was the ability—what is the ability of the chair-
man’s text to detect and deter rogue nations’ BW activity? The an-
swer is very little, and the reasons are very simple. The vast ma-
jority of effort in the chairman’s text is directed at routine random
visits—primarily in the West, the plurality in the United States—
for purposes of checking on declarations of items and stocks which
are in and of themselves very fluid. And it was these very types
of visits that were simulated in the U.S. trials and that were the
source of so much confusion and actual undermining of confidence
in compliance during those trials.

Once again, the NSC broke consensus on even the utility of dis-
ease monitoring, which was also demonstrated to be an effective
measure, which was a most unusual state of affairs, because there
was interagency consensus on the utility of disease monitoring and,
sadly, abrogation of the usual understanding of the way inter-
agency politics works cost the U.S. delegation any chance of unify-
ing to significantly influence the outcome of debates in Geneva, in-
cluding in the western group.

Let me be clear. We were forbidden—and I mean forbidden—to
present the results of U.S. trial inspections, even after other coun-
tries introduced data from scientifically very flawed trials, and a
leadership vacuum resulted.

Mr. Chairman, I do not suggest that the U.S. trial inspection
work constitutes a significantly large experience to draw final con-
clusions about measures that may, with further work, be crafted in
a way to strengthen the BWC, but the design of these experiments
done in the United States is far superior to those done in other
countries that reported them in Geneva. Rather, Mr. Chairman,
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when combined with the reports of the U.N. Special Commission on
inspections of Iraqi BW sites, the analysis of all of this information
leads me to question the standard tenets of arms control in the
context of biological weapons. Frequent visits to check declarations
are not necessarily better than challenge inspections alone. Declar-
ing collections of microorganisms, whose functionality can easily be
changed from a predetermined list, is arguably worse than no in-
formation at all. Doing something should never be confused with
doing something useful.

Verification advocates, especially those in the scientific commu-
nity such as the Federation of American Scientists, have a respon-
sibility to carefully test these assertions. It is noteworthy that the
Congress had sufficient insight to mandate several years ago more
trial inspections, yet the administration just past ignored this re-
quirement, almost certainly because BWC verification proponents
within the NSC did not want to learn any lessons from those in-
spections.

But the end result need not be tragic. There are at least two
areas where I do believe substantive support to the treaty can be
garnered, as well as meet the interests of all States Parties, and
that would be technical cooperation in the identification and miti-
gation of infectious diseases and swift punishment for countries
that employ biological weapons resulting in those diseases or sup-
port terrorist groups who acquire them.

On rare but important occasions, a network, which I believe
would cost only in the range of about $100 million over an entire
decade, of disease reporting stations could identify the emergence
of unusual symptoms and signs that would raise questions of viola-
tion of the biological weapons treaty. There is little doubt that the
techniques of modern epidemiology could identify the source of the
disease and distinguish between naturally occurring diseases and
intentionally introduced diseases.

To conclude, Mr. Chairman, negotiations on a protocol for the
BWC have failed to produce a document that strengthens the con-
vention or increases the security of its member States Parties. We
must await new technologies in order to verify nonproliferation of
biological weapons. Only a political sea change will permit the
elimination of some of the controls that currently exist, such as ex-
port controls, and I would never advocate that. The current turmoil
in Russia makes it unlikely that the largest biological weapons pro-
gram in the world cannot come under control, protocol or not. But
nations of goodwill can immediately address the pervasive prob-
lems of infectious disease, which is of concern to all of us, and the
BWC provides the best possible forum for meeting that need.

Thank you for your patience, Mr. Chairman.

Mr. SHAYS. Thank you for your very provocative statement.

[The prepared statement of Mr. Zelicoff follows:]
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Testimony of Al Zelicoff

Mr. Chairman and members of the Subcommittee:

I am honored by this opportunity to address you today. Since the Committee’s
time is precious, I will briefly fill you in on my background and then get right to
the items you have asked me to address. I work in the Center for National
Security and Arms Control at Sandia National Laboratories, one of the 3
Department of Energy weapons laboratories, but charged with a broad list of
tasks addressing national security outside the realm of nuclear weapons per se.
My Center, in which I am one of two senior scientists, has had considerable
experience in the primary research and development of a wide array of
verification technologies for use in most of the existing multi-lateral and bilateral
arms control treaties to which the United States is a signatory. We are also
deeply involved in the day to day analysis of data of relevance to those treaties,
and provide technical support to both international and national bodies
responsible for the implementation and monitoring of the Chemical Weapons
Convention, all nuclear treaties (including the Limited Test Ban Treaty,
Threshold Test Ban Treaty, and Comprehensive Test Ban), and the Biological
Weapons Convention. In particular, Sandia designed and carried out the most
extensive of all of the mock trial inspections for the Biological Weapons
Convention, following its participation in similar studies pre-dating the final
negotiations and signatures on the Chemical Weapons convention.

The Committee has heard before, from Mr. Mahley and others, of the
problematic differences between verification of the Chemical Weapons
Convention and putative verification of the Biological Weapons Convention. I
will not repeat those important distinctions, but will refer to them in some detail
as I respond to the Committee’s charge. In so doing, I will try to provide a
technical as opposed to a political reference point. Iam quite sure you get more
than enough politicized information; as a scientist, I will endeavor to highlight
some objective data and observations that I hope will assist you in your work.

First, the Committee has asked how the United States developed verification
policy for the BWC Protocol.

We began well enough, and I believe in a highly credible way - with a series of
surveys of experts to identify potential unique and problematic aspects of
inspections in support of the Biological Weapons Convention, followed by
increasingly sophisticated mock-inspection exercises based on the questions
raised during those surveys. These exercises, conducted at a vaccine
manufacturing facility, a Department of Defense biological weapons defense
laboratory, a University medical school, the most advanced aerosol-biology
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facility in the United States and at an explosives testing facility - all of obvious
relevance to any BWC monitoring protocol - constitute the entirety of the US
experience in testing measures such as “challenge inspections”, “compliance
assurance”, and “familiarization visits” - in other words, more or less the
compendium of approaches advocated for strengthening the Convention by
various countries involved in the BWC Protocol negotiations. In my technical
opinion, these “trial” inspections constitute as well the entirety of scientifically
designed, well-controlled investigations into the utility of various measures done
anywhere by anyone. And here I would like to issue a caution: when you hear
claims that other “trial inspections” for the BWC resulted in successfully
demonstration of items such as “managed access”, “compliance checking”,
“declaration validation” be just a bit skeptical. To the best of my knowledge
none — and I mean none — of these so-called mock inspections meet any of the
scientific requirements of trial experiments, and none (save some of those that I
describe as part of the US Government effort) have been published with their
methodologies, hypotheses, and analysis intact for all to see. Trial inspections
are difficult, and expensive to execute properly. It is all too easy to construct a
trial, and populate it with hand-picked participants, to get the answer one wishes
to hear. We can do — and did do — better than this.

The US trials outcomes were clear. Only two measures — challenge inspections
and disease outbreak surveillance and investigation — resulted in information
that was useful for monitoring or strengthening the BWC. Other oft-touted
measures such as “declaration checking” resulted in so much ambiguous data
that the inspection teams left the sites convinced that legitimate activities were
covers for biological weapons activities. There is no mystery in this: most of the
activities in the daily work of pharmaceutical and bio-defense facilities, and even
medical school microbiology laboratories are indistinguishable from activities
that might be prohibited by the BWC. Conversely, illicit work that might be
done in similar places is easily hidden. At the moment, our technology does not
provide us with diagnostic tests that can separate evil intent from legal, perfectly
permissible processes and procedures except in the case of challenge inspections
for a specific set of reasons. To be concrete, a random visit to a modern
pharmaceutical facility would be unlikely to uncover prohibited activities even if
they existed because of the size and multiplicity of processes taking place; rather,
the very acts of genetic engineering, large scale fermentation and the entire array
of standard operating procedures will meet any expectations pre-formed in eye
of the beholder. On the other hand, if a specific allegation were to be leveled -
production of large quantities of anthrax, for example, at a specific place and
time — there is reasonable chance that the illegal activity would be unveiled,
assuming that access was granted in a timely fashion. Also, the tools of modern
epidemiology are such that should an odd disease outbreak take place, it is likely
that investigators could (again, with proper access) distinguish between a natural
event or one of man-made origin.
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Despite these valuable results, the process of policy development within US
Government Protocol negotiations soon faltered. It is a not-very-well-kept secret
that there was intense friction between the National Security Council and the
entirety of the Interagency Working Group on Biological Weapons control
throughout the past 8 years while policy was under development. Essentially
nothing in the way of tangible policy was put forward during this time, because
one or at most a few low level staffers within the NSC sought to suppress the
results of the mock inspections, break interagency consensus on negotiating
strategy, and impose an extraordinarily ill-suited vision for the BWC Protocol,
which was: make it like the Chemical Weapons Convention protocol. Nothing
could be more wrong headed for all of the reasons that you have heard in last
September’s testimony, and nothing could be more destructive for the future of
the BWC. There is no question that there was a complete absence of serious
Administration attention to the negotiations taking place in Geneva, otherwise
the grating questions about goals and tactics that haunted all members of the
delegation for all of the past 8 years would have been resolved. That low level
NSC functionaries were able to force gridlock speaks volumes about the lack of
leadership for and periodic review of the US negotiating stance throughout most
of the 1990s. :

This brings me to the second question raised by the Committee: what is the
ability of the Chairman’s Text to detect and deter rogue nation and terrorist BW
activity? The answer is: very little, and the reasons are simple. The vast majority
of effort envisioned in the Chairman’s Text is directed at routine, random visits
to sites around the world — most in the West, the plurality in the United States -
for purposes of checking on declarations of items and stocks which are in and of
themselves highly fluid. It was these very types of visits that were simulated in
some of the US trials — three of them in Albuquerque with which I am intimately
familiar — and that were the source of confusion and actual undermining of
confidence in compliance. Challenge inspections can be blocked by a simple
majority of States Parties, and there are a series of roadblocks in front of those
measures likely to be most fruitful: timely investigation of disease outbreaks.
Without unobstructed operation of these items, the real substance of the Text is
fatally weakened. It is important to note that the US delegation expended very
little capitol in the Geneva debates promoting enhanced disease monitoring for
the BWC. And, once again, the NSC broke consensus on even the utility of
disease monitoring within the interagency working group — a most unusual state
of affairs as long-standing interagency rules specify that the NSC intervenes in
policy disputes only when consensus among executive agencies can not be
achieved. Sadly, abrogation of this understanding cost the US delegation any
chance of unifying to significantly influence the outcome of the debates in
Geneva, including those taking place within the Western Group. Most
substantively, we were forbidden ~ yes, forbidden - to present the results of the
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US trial inspections even after other countries introduced data from scientificalty
flawed trials. A leadership vacuum resulted, quickly filled by opinions and
beliefs rather than experience and hard-won information. In the end, pro-forma
arms control, the least-common denominator in the multi-lateral forum filled the
void, and the bulk of the Chairman’s text.

Because of its focus on declarations of facilities that would be very unlikely to
engage in illegal activities, followed by random visits to those facilities, it is clear
that Chairman’s text would not improve the verifiability of the BWC. Indeed, the
very notion of “verification” became a political stalking horse — instead of
substantive issue - for various interests, non-government organizations
included, throughout the Geneva process. The US had, at least at one time, a
rather clear view of standards for “verification”. While no agency will give you a
precise definition of the term, I believe it is fair to say that the minimalist notion
would include a “more probable than not” standard, i.e. that any measure or set
of measures would have to have more than a random level of likelihood to
identify non-compliance (or perhaps “militarily significant” non-compliance)
before it would meet verification requirements, while at the same time avoiding
false accusations or conclusions. (QOddly, the meaning of this key concept -
“verification” - received almost no attention in Geneva in recent years. In the
early portion of the negotiations in 1991 and 1992 and when US policy was less
confused, the delegation was able to foster meaningful debate about
“verifiability” standards. Indeed, the US position on the need for measures to
meet at least some substantive standard led to the early “verification experts
group” (VEREX) to remove nearly all references to the word “verification” in
their final report, and speak instead of measures to “strengthen” the BWC.
Subsequent unresolved bickering between the NSC and the rest of the
Interagency removed any possibility that the US delegation could continue to
advocate scrutiny of proposed BWC measures based on the verification
standard — a great loss, and a waste of precious negotiating time. And some
groups such as the Federation of American scientists working group on
Biological Weapons assert that verification is possible, conveniently ignoring the
US government's mock inspection data, while having none of their own to share.
Nonetheless, FAS members appear at every negotiating session to conduct
seminars on verification for delegates; such is the outcome from failure of the US
to guide the formal negotiations based on facts rather than on beliefs.

Mr. Chairman, I do not suggest that the US trial inspection work constitutes a
sufficiently large experience to draw final conclusions about measures that may,
with further work, be crafted in a way to strengthen the BWC. Rather, when
combined with the reports of the United Nations Special Commission
(UNSCOM) inspections of Iragi BW sites, the analysis of this set of information
leads me to question the standard tenets of arms control in the context of
biological weapons. Frequent visits to check declarations are not necessarily
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better than challenge inspections alone. Declaring collections of micro-organisms
whose functionality can easily be changed from a pre-determined list is arguably
worse than no information at all. Doing something should never be confused
with doing something useful. Verification advocates, especially those in the
scientific community have a responsibility to carefully test their assertions. It is
noteworthy that the Congress had sufficient insight to mandate several years ago
more trial inspections. Yet, the Administration just passed ignored this
requirement, almost certainly because BWC verification proponents within the
NSC did not want to learn any lessons from such inspections.

But the end result need not be tragic. There are at least two areas where all
States Parties share immediate interests: technical co-operation in the
identification and mitigation of infectious disease; and swift punishment for
countries that employ biological weapons or support terrorist groups that seek
to acquire them.

Infectious disease continues to be the leading cause of death and economic loss
throughout the world. Tuberculosis (including multi-drug resistant TB), new
influenza strains, AIDS, foot-and-mouth disease in animals, and novel
hemorrhagic fevers (most of which were unknown until a few years ago) are
clear dangers to the vitality of nations, and in some cases their very survival.
Most of these diseases can not be treated, only prevented. Yet we have almost
no understanding of their sources and mechanisms of spread. The simplest of
reporting systems, based in clinics and hospitals around the world and linked
through low-speed Internet connections would begin a new era in the control of
these scourges. The cost of such a data~sharing system is very modest, but the
knowledge gained is actionable and invaluable to all. The States Parties to the
BWC should establish this network as a substantive demonstration of the
importance of Scientific and Technical exchange, emphasized so strongly in the
Convention. The United States would do well to promote and fund a large
share of this system, paying for several thousand computers and Internet links
in medically under-served areas of the world, and linking in clinics and
hospitals in the West as well. The investment, probably in the range of $100
million over a decade, would salvage US credibility in the BW non-proliferation
arena, particularly if the Bush Administration abjures support for the
Chairman’s text,

On rare {but important) occasions, the network would also identify the
emergence of unusual disease (unusual, that is, in either scope or symptoms)
that may represent either the use of a biological agent for hostile purposes, or an
experiment with a weapon gone awry. There is little doubt that the techniques
of modern epidemiology could identify the source of the disease, and
distinguish between a natural focus and intentional introduction of organisms
or toxins.
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The negotiations on a Protocol for the BTWC have failed to produce a document
that strengthens the Convention or increases the security of its member States
Parties. We must await new technologies in order to verify non-proliferation of
biological weapons; only a political sea change will permit the elimination of
existing (some would say “discriminatory”) export controls; and the current
turmoil in Russia makes it unlikely that the largest biological weapons program
in the world can come under control, Protocol or not. But nations of goodwill
can immediately address the pervasive problems of infectious disease, and the
BTWC provides the best possible forum for meeting that need.

Thank you Mr. Chairman.
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Mr. SHAYS. Ms. Smithson.

Ms. SMITHSON. Given Al’s summary of the missteps that have oc-
curred over the past several years—am I not on?

Mr. SHAYS. Yes, you are on. I need you to put the mic in front
of you and down a little lower, and you’ll be great.

Ms. SMITHSON. Given Al’s summary of the missteps over the past
few years, what I'd like to do is concentrate for the next few mo-
ments on constructive steps forward for the United States. My
statement is based largely on the views of over 30 nongovern-
mental experts as presented in a recent Stimson Center report,
“House of Cards.” Concerned about the wayward direction of the
BWC negotiations and the U.S. Government’s rather lackadaisical
approach to these talks, the Stimson Center recruited stellar ex-
perts from the three types of facilities likely to be monitored by the
BWC; namely, research institutes and universities, pharmaceutical
and biotechnology companies and defense contracting firms. We
asked these experts to brainstorm the vexing technical challenges
of BWC monitoring and assembled a fourth group, nicknamed “In-
spection Veterans,” to cull the technical lessons they that learned
from several BWC inspection-like activities, such as the two U.S.
BWC trials and the 1992 trilateral agreement inspections, which
were aimed at confirming the closure of former Soviet biowarfare
facilities.

The academic and industry group experts separately devised
their own monitoring strategies that they believed would work reli-
ably and effectively in their respective settings. However, they dif-
fered on several important inspection parameters with what is
known as the chairman’s text. For example, the chairman’s text
stipulates a four-member team for nonchallenge visits, but aca-
demic experts asked for five to seven inspectors; and industry ex-
perts, for an even larger team of six to eight. Whereas the chair-
man’s text would authorize just 2 days for nonchallenge visits, the
academic group believed that 3 days would probably be needed for
large laboratories, and the industry group thought that 5 days
would be required at commercial sites.

When addressing the BWC protocol, negotiators in Geneva on
May 7th, during the event releasing House of Cards, one of our in-
dustry brainstormers, Dr. Steve Projan, who is the Director of Anti-
bacterial Research at Wyeth-Ayerst Research, summed up the in-
adequacy of the draft protocol’s nonchallenge inspection provisions
by saying, “four inspectors for 2 days couldn’t even get around all
the bathrooms at my facility.”

Quite frankly, the industry and academic experts were not very
impressed with the draft BWC protocol. The chairman’s text ap-
pears to have bent over backward to minimize the inconvenience
and intrusiveness of inspections. While it is important to hold down
the burden of inspections, skimping on manpower and time onsite
could yield poor results. These experts repeatedly pointed out that
while BWC inspectors must be able to detect noncompliance, they
must also know compliance when they see it at legitimate facilities.
BWC inspections, they said, should not erroneously tar all univer-
sity laboratories, research institutes, and industry facilities with
suspicion that they are somehow operating outside of the law when
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inspectors are not present. This can’t leave question marks hanging
over everyone’s head.

Asked to give the draft BWC protocol a grade, another one of our
industry experts explained why the industry groups settled on a
grade of D. That is really about the worst grade you can get, said
Dr. George Pierce, formerly the manager of technology development
and engineering for Cytec Industries. He continued to explain that
sometimes an F shows a little innovation.

Aside from a BWC protocol that can reliably produce meaningful
monitoring results, other programs necessary to grapple with a
problem as complex as biological weapons proliferation include, as
Dr. Zelicoff has recommended, enhanced global disease surveillance
as well as the maintenance of robust intelligence capabilities and
defenses, and wisely designed and well-implemented export con-
trols.

I would add to that list cooperative threat reduction program ac-
tivities to reduce the leakage of weapons know-how and ingredients
from the former Soviet Union, over 50 biowarfare facilities in-
volved.

These so-called brain-drain prevention programs are particularly
important if former—because if former Soviet bioweaponeers were
to succumb to job offers from terrorists or from governments, they
could accelerate rudimentary weapons programs into ones capable
of mass casualty attacks. An ounce of prevention, via a hefty budg-
et increase for collaborative research grants, could help cut this
proliferation problem off at its source.

As for the BWC protocol, the nongovernmental experts that par-
ticipated in the Stimson Center’s brainstorming series would advise
the U.S. Government to reject the chairman’s text. Any deal is not
better than no deal in this case. But they would certainly not ad-
vise the U.S. Government to abandon the negotiating process. All
four groups of experts recommended additional technical research
and field trials to identify and refine the best monitoring proce-
dures for the BWC. For its part, the Pharmaceutical Research and
Manufacturers of America long ago offered its expert technical as-
sistance to help with the BWC protocol. But years later, this state-
ment rings empty, since no industry field trials have been held.
Therefore, it is incumbent upon the U.S. industry and the U.S.
Government to mount good-faith efforts to test BWC monitoring
technologies and strategies fully, inviting international observers
into this process to inspire confidence that the United States will
not desert the negotiations.

Congress should redirect both the executive branch and U.S. in-
dustry to waste no time in initiating an earnest search for mean-
ingful, feasible and cost-effective monitoring approaches to the
BWC.

Thank you for the invitation, your time, and I look forward to
your questions.

Mr. SHAYS. Thank you, Ms. Smithson.

[The prepared statement of Ms. Smithson follows:]
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Prepared Statement
Before the House Committee on Government Reform,
Subcommittee on National Security, Veterans Affairs, and International Relations

5 June 2001

Amy E. Smithson, Ph.D.
Director, Chemical and Biological Weapons Nonproliferation Project
Henry L. Stimson Center

For the past several years, one could hardly turn on the evening news or pick up a
newspaper without being confronted with a story about germ weapons and the threat they
present to the well-being of US soldiers and citizens. For instance, on 15 March 1993
Secretary of State Colin Powell said while serving as the Chairman of the Joint Chiefs of
Staff “Of all the various weapons of mass destruction, biological weapons are of the
greatest concern to me.” Discussion of the bioweapons threat has not been confined to
Washington policy makers, however, for even novelists and writers of television and big-
screen movies plumbed the topic for its entertainment value. In contrast to all of the talk
about the biological weapons threat, the policies and mechanisms to address and reduce
this threat rarely made the headlines, in particular the effort that began in 1995 to
strengthen the international treaty banning biological weapons. In fact, the negotiations
to add a monitoring protocol to the Biological and Toxin Weapons Convention (BWC)
were not often broached even in specialized arms control journals. Therefore, I would
like to thank the committee for examining the status of these important negotiations and
the policies and programs that the US government should pursue to reduce the threat of

biological weapons.

In October 1995 and March 1996, the US government sought to inform its
position in the nascent BWC protocol negotiations by staging two full-scale trials of
techniques that could be used to monitor this treaty. One of these trials was held at a
vaccine production facility, the other at a trio of sites in Albuquerque, New Mexico.
Though the location of the trials differed, their outcome was roughly the same. The trial
inspectors were unable to determine with high confidence whether the facilities
concerned were engaged in legitimate activities or might have been the facade for a

covert bioweapons program.
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Given these results, it would be reasonable to assume that the US government as
well as the pharmaceutical industry, which had facilities likely to fall under the umbrella
of BWC monitoring, would put forth considerable effort to ascertain the technical
feasibility of BWC inspections and the possible costs attendant to such monitoring.
However, neither the Executive Branch nor the industry’s principal trade association, the
Pharmaceutical Research and Manufacturers of America, made any genuine effort to
gather additional field data about BWC monitoring technologies and strategies. This
inactivity persisted despite the continuation of the BWC protocol negotiations and the
1999 congressional mandate of Public Law 106-113 directing the Executive Branch to
conduct trials at a variety of facilities. With only two inchoate data points to go upon,
the White House suddenly announced via press release on 27 January 1998 the position
of the US government in the protocol negotiations. The new US position, which had
much in common with proposals advanced by the British government, was all the more
unexpected because of the known split between the White House and the interagency on

what the US negotiating posture should be.

The compliance monitoring provisions contained in what is called the
“chairman’s text” are based in large part upon the British proposals. Ambassador Tibor
Toth, the chairman of the Ad Hoc Group charged with crafting a BWC protocol, released
his composite text to the delegations in March 2001. If the Ad Hoc Group is to complete
its task in time for the Fifth Review Conference of the BWC’s membership to be held this
November, then very little time remains—just four weeks of negotiation—to revise the
chairman’s text. Therefore, it is very important to consider whether this monitoring

protocol can perform as intended.

A couple of years ago, the Stimson Center grew concerned about the direction
that the BWC negotiations were taking and the US government’s rather lackadaisical
approach to these talks. With a grant provided by the John D. and Catherine T.
MacArthur Foundation and supplemental funding from the Ploughshares Fund and Mrs.

Margaret Spanel, the Stimson Center’s Chemical and Biological Weapons
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Nonproliferation Project turned to nongovernmental technical expertise to explore the
vexing technical challenges associated with monitoring compliance with the BWC. This
task is extremely difficult because nature is the source of the microorganisms that are the
basis of biological weapons, and diseases must be studied if cures are to be found for
them. Moreover, technical advances have given scientists the ability to engineer new
disease strains and to clean, within a matter of minutes, an entire manufacturing facility’s
fermenters and pipelines. A government set on cheating could use such capabilities to
great advantage. In short, those drafting the BWC protocol need to stretch the horizons
of monitoring technologies and strategies if they are to succeed in creating a meaningful

and feasible protocol.

The Stimson Center recruited its nongovernmental technical experts from the
three types of facilities likely to be monitored by the BWC, namely research institutes
and universities, pharmaceutical and biotechnology companies, and defense contracting
firms. The Stimson Center asked these groups to “brainstorm” the technical aspects of
BWC monitoring, showering them with questions to facilitate their discussions. In
addition, the Stimson Center assembled a fourth group, nicknamed the “inspection
veterans,” to impart the lessons they had learned from the US BWC trial and mock
inspections, the visits conducted under the 1992 trilateral agreement to confirm the
closure of the former Soviet biowarfare program, and United Nations Special
Commission on Iraq inspections. The views and recommendations of all four groups of
experts are presented in a recent report entitled House of Cards: The Pivotal Importance

of a Technically Sound BWC Monitoring Protocol.

Two elements are essential to any success in arms control. First, participating
nations must have the political will to negotiate, implement fully, and enforce compliance
with the accord in question. Second, those charged with implementing the treaty’s
provisions—the inspectors—must have the technical means to do so reliably and
effectively. With political will and a sound technical foundation, arms control can be a
valuable mechanism to enhance national and international security. Absent either

fundamental pillar, however, arms control can be a hollow endeavor.
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As conveners of the brainstorming sessions, the Stimson Center insisted that the
assembled experts park political viewpoints at the door and focus solely on the technical
aspects of BWC monitoring. Each of the individuals who participated in the Stimson
Center’s deliberations is considered top experts in their own respective disciplines. For
instance, the academic and research institute group included world renown infectious
disease epidemiologist Dr. Robert Shope, the director of the Tuberculosis Center at the
Public Health Research Institute Dr. Barry Kreiswirth, veterinary pathologist Dr. Corrie
Brown, and plant pathologist Dr. Anne Vidaver, among others. The experts from
industry had backgrounds in areas such as vaccine development and manufacturing,
antibacterial research, and biotechnology product scale-up and development. Members
of this group, which had just under 200 years of combined experience, had worked in
smaller, niche firms as well as in the large companies of the pharmaceutical and
biotechnology industry, such as DuPont Merck Pharmaceutical Company and Celgene
Corp.

As they devised their monitoring strategies, both the industry and academic
experts turned to the same tools under discussion in the protocol negotiations, such as
advance research on facilities to be inspected, visual observation, documentation review,
interviews, and sampling and analysis. Both groups specified ways for the inspectors to
ratchet up the intensity of monitoring activities so that the inspectors could determine a
site’s status, similar to what is known in arms control circles as “managed access”
inspections, wherein inspectors and host officials work out compromises on the spot to
satisfy inspection and host site needs. After the academic and industry experts finished
creating their own monitoring strategies, the Stimson staff asked them to estimate how
effectively their techniques would work in their respective settings. Academic and
research institute experts assigned effectiveness ratings ranging from moderately to
highly effective, while the industry experts handed out grades according to the area of the
facility the inspectors were monitoring, giving predominately medium and high

effectiveness ratings.
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Of note, the academic and industry groups pinned their effectiveness assessments
to their stipulations about the timeframes governing inspections and the number and
caliber of the inspectors deployed. On several important inspection parameters, these
experts differed with what is envisioned in the chairman’s text. For example, they
argued that more than four inspectors would be needed for a non-challenge inspection:
Academic experts asked for five to seven inspectors and the industry group for six to
eight inspectors, depending on the size and type of site being monitored. In addition, the
draft protocol calls for inspectors to remain on-site for just two days in a non-challenge
inspection, but the academic group believed that three days would probably be needed for
large research laboratories and the industry group thought that five days would be
required to determine compliance or non-compliance at commercial sites. To quote Dr.
Steve Projan, Director of Antibacterial Research at Wyeth-Ayerst Research, at the release
of House of Cards to the Ad Hoc Group negotiators in Geneva on May 7%, “four

inspectors for two days couldn’t even get through all of the bathrooms at my facility.”

After devising their own BWC monitoring tools and strategies, the industry and
academic experts were asked to evaluate the measures of the draft BWC protocol.
Neither group of experts was very impressed with the Ad Hoc Group’s work.  Industry
experts gave the draft BWC protocol a “D” and would have given it an “F,” but in the
words of Dr. George Pierce, formerly the manager of technology development and
engineering for Cytec Industries, the industry experts settled on a “D” “because that’s

really about the worst grade you can get. Sometimes an ‘F’ shows a little innovation.”

Defense contractors, inspection veterans, academics, and industry experts were
united in their belief that additional technical research and field trials, if well designed,
would greatly serve the purposes of an eventual BWC protocol. They were not assured
that the terms currently proposed for a BWC protocol would work well for either
inspectors or host facilities. The chairman’s text appears to have bent over backward to
minimize the inconvenience and intrusiveness of inspections to host facilities. While it
is important to hold down the burden of inspections, skimping on inspection manpower

and time on site could yield poor results that the inspected facilities might find more
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offensive than full-blown inspections.  After all, these experts pointed out repeated that
BWC inspections have two major purposes: 1) to ferret out non-compliance, and 2) to

demonstrate compliance on the part of legitimate facilities. They wanted to avoid at all
costs a regime that erroneously tarred all university laboratories, research institutes, and
pharmaceutical, biotechnology, and defense contractor facilities with suspicion that they

are somehow operating outside of the law when inspectors are not present.

The committee should be aware that the compliance monitoring aspects of a BWC
protocol are being designed to address weapons programs that governments might
maintain and therefore may not have much applicability to the problem of terrorist
acquisition and use of biological weapons. However, should a BWC protocol also
contain measures to strengthen disease surveillance capabilities around the globe, such
capabilities would enhance the ability to detect a disease outbreak, whether caused by
governmental or terrorist activities or by a natural eruption of disease. Terrorist
acquisition and use of germ weapons might be deterred and the prosecution of such
activities would certainly be aided if the international community adopted a proposal,
championed by Dr. Mathew Meselson and the Harvard-Sussex Project, to criminalize

such activities worldwide.

While enhanced disease surveillance and the criminalization of offensive
bioweapons activities are certainly efforts that deserve the full support of the US
government, these activities alone are not sufficient to grapple with a problem as complex
as biological weapons proliferation. Other advisable endeavors include the maintenance
of robust intelligence capabilities, wisely designed and well implemented export controls,
and a variety of Cooperative Threat Reduction Program activities to reduce the leakage of

weapons know-how and ingredients from over fifty former Soviet bioweapons facilities.

These so-called brain drain prevention programs are particularly important
because if former Soviet bioweaponeers were to succumb to job offers from sub-national
actors or from governments, they could accelerate rudimentary weapons programs into

ones capable of mass casualty attacks. Not only could former Soviet scientists tutor
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terrorists and government-employed scientists in the technical arcana needed to keep
lethal microbes alive in a suspended aerosol of fine particles, they could hand over seed
cultures of contagious diseases that obviate the need for effective aerosol distribution.
An ounce of prevention via a hefty budget increase for collaborative research grant
programs such as those operated by the International Science and Technology Center
could help cut this proliferation problem off at its source. Other Cooperative Threat
Reduction Program activities, such as those stiffening security at the bioweapons

institutes, should also be fully funded.

With regard to a prospective BWC protocol, the more than thirty
nongovernmental technical experts whose views are presented in House of Cards would
advise the Bush administration to reject the chairman’s text, but not to abandon the BWC
protocol negotiations. The US government cannot continue to hide behind rhetoric about
how serious the bioweapons threat is and how vital the BWC is to address that threat
while simultaneously doing little to see that the treaty’s prohibitions are policed and
upheld. For its part, the Pharmaceutical Research and Manufacturers of America long
ago declared its willingness to “offer expert assistance to the US Government to help
ensure that any Compliance Protocol to the Biological Weapons Convention is
scientifically and technically sound.” Years later, this statement rings empty since there
have been no industry field trials of prospective monitoring procedures. In House of
Cards, technical experts from the pharmaceutical and biotechnology industries charted a
course for BWC monitoring that they believe could earn industry-wide support.
Therefore, it is incumbent upon both US industry and the US government to mount good
faith efforts to test fully the assorted permutations of BWC monitoring technologies and
strategies, inviting international observers into this process to breed confidence that the

United States has not ducked out of the BWC protocol negotiations.

Congress should encourage both the Executive Branch and US industry to waste
no time in initiating an earnest search for meaningful, feasible, and cost-effective
monitoring approaches to the BWC. Surely, US ingenuity and technical prowess can

propel a monitoring regime that is capable of detecting the type of activities governments
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would undertake to unleash diseases as weapons of war. Washington must not desert the
effort to create an effective BWC monitoring protocol because only when nations that
violate the BWC’s prohibitions can be identified is it possible to mobilize the

international community to take punitive action against them.
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Mr. SHAYS. Dr. Rosenberg.

Ms. ROSENBERG. I want to thank you for the opportunity to
speak here for the many experts outside of government who sup-
port the rapid completion of a protocol to strengthen the Biological
Weapons Convention. I chair the Federation of American Scientists
Working Group on Biological Weapons, a group of professionals
who have broad expertise, who volunteer their efforts in the hope
of contributing to the control of a looming long-term global threat
that is increasing every day along with the explosive growth of
knowledge in bioscience and technology.

My working group has monitored the course of the Biological
Weapons Convention and contributed to every effort to strengthen
it for more than 12 years. We have conducted trial inspections and
held in-depth discussions with inspectors and inspection agencies.
We've contributed nearly 50 reports and working papers on tech-
nical issues to the protocol negotiations and have organized many
seminars for negotiators in Geneva. We've always worked closely
with industry and have issued two joint papers with representa-
tives of the Pharmaceutical Research and Manufacturers of Amer-
ica.

I want to start by making sure that a central point is absolutely
clear. We are not here to debate whether the chairman’s text for
the protocol can be relied upon to detect violations of the Biological
Weapons Convention. In a situation like this one, where there are
similarities between legitimate and illegitimate activities, no proto-
col or any other mechanism can do that. Finding smoking guns is
not what the protocol is about and not what negotiators have ever
aimed for. The United States and all the other parties knew this
before the negotiations started—it started. They knew it when they
studied the feasibility of verifying the convention and issued a posi-
tive report. It would be disingenuous to beat that dead horse now.

Rather, the objective of the protocol is confidence building and
transparency. Let me explain for a moment what transparency
means in this context. Novices tend to suppose that it would re-
quire divulging exactly what is going on at an installation. That is
nonsense. Experienced technical experts can judge from the scale,
the layout, the type of equipment present, the ability to prevent the
escape of dangerous agents and such factors, that can judge from
these whether these capabilities match the alleged peaceful pur-
pose of an installation and its role, if any, in civil society. Rapid
cleanup of an installation before the arrival of inspectors is almost
irrelevant. It might even provide a clue in itself. Factors like these
were the ones that allowed UNSCOM inspectors in Iraq to recog-
nize questionable situations almost at first glance.

Getting publicizable proof was the difficult part, but I emphasize
again, that is not the role of the protocol. Raising suspicions or re-
solving them is what the protocol is about. National means can
then be focused on the sites or questions of concern. The protocol’s
regime would effectively complement national intelligence, military
power and diplomacy. In a serious situation, the protocol would
provide bases broader than we now have for international action.

To achieve adequate transparency, the chairman’s text of the
protocol requires annual declaration of the sites of greatest poten-
tial threat, plus a variety of onsite measures: first, mandatory, ran-
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domly selected visits to declared facilities; second, visits to clarify
any remaining questions if clarification consultations should fail;
and third, mandatory challenge investigations anywhere.

It’s ironic that while we suspect Iraq of continuing its biological
weapons program and we decry its refusal to allow U.N. inspec-
tions, the United States is poised to turn down an international
agreement that would provide three different means for probing
suspicious installations. Even a refusal to allow access in violation
of the protocol would provide information.

A former Deputy Director of the CIA, Doug MacEachin, has
made a persuasive case for the deterrent effect of the protocol re-
gime. In a recent article, he explains why the regime would prevent
proliferators from using ostensibly legitimate facilities for illicit
programs. To avoid raising suspicions, they would have to conduct
bioweapons activities clandestinely, with all the attendant difficul-
ties and risks.

International steps to strengthen the Biological Weapons Con-
vention began in 1986 during the Reagan administration. They
continued with the positive feasibility study I mentioned during the
first Bush administration and then proceeded into the protocol ne-
gotiations 6 years ago. Throughout, there was vocal bipartisan sup-
port from the United States. We've led the chorus in citing the
need for action. Now with the goal almost within our grasp, rejec-
tion of the protocol will send a message to potential proliferators
that will tell them that there is no international will to enforce the
ban on biological weapons. Americans will pay the price as the
prime target.

Military and nongovernment experts agree that bioterrorists are
highly unlikely to be able to launch a mass attack without state
support. It would be foolhardy not to do all we can to cutoff the
source by monitoring the compliance of states with the biological
weapons ban. But this is not something the United States can do
unilaterally.

The protocol is the available tool, and that’s why our European
and other allies are so angered and dismayed by the U.S. stance.
Had the United States stood with its allies and presented a united
front at the negotiations, the chairman’s protocol text would be
stronger now. Had the United States not demanded many weaken-
ing concessions, the text would be better. But one thing is clear.
The protocol does not suffer from any lack of technical information.
The problems are political, not technical. Although the United
States submitted no reports on trial onsite activities, 12 trials have
been reported by other countries, most of them U.S. allies. And
some of the trials took place at facilities belonging to the very same
corporations that are major players in the United States.

I have a table which may be projected here, but I believe the
Members have copies, and you can’t read it anyway, but you have
copies. It’'s a 3-page table which shows the trial visits that have
been carried out. I will just point out that many of the trials in-
volved more than one country or included foreign observers, and no
U.S. trial will have any credibility that doesn’t do the same.

All the trials that have been carried out concluded that the visits
would be effective in strengthening the convention and increasing
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confidence in compliance, and that confidential information could
be protected at the same time.

In addition to the trials, there are copious data from the many
different national and international inspections that are carried out
routinely at sites relevant to the protocol, both here and in many
other countries. The chairman’s text meets all the essential de-
mands of U.S. industry. It provides more safeguards for confiden-
tial information than the Chemical Weapons Convention, which
covers many of the same facilities and to which we are already a
party.

As for export controls, the rhetoric of the text may please the
critics of the Australian Group. The Australian Group is a coopera-
tive mechanism for controlling dual-use chemical and biological ex-
ports. But the substance of the chairman’s text is fully in line with
the western position. There are only guidelines, no hard obligations
regarding exports. Each state party has full discretion over every
measure suggested in the text.

In closing, I'd like to point to several additional actions that need
to be taken to supplement the protocol in controlling biological
weapons. These are described in my written testimony, and there’s
no time here now. One of these actions is a program for effective
global surveillance of emerging diseases. This program, proposed
by an alliance of the World Health Organization and several other
health groups, known as AlIAID, Would fulfill the obligations of
parties to the convention to “cooperate for the prevention of dis-
ease,” to use the words of the convention.

To do this, the proposed program addresses the specific goals al-
ready agreed by the protocol negotiators, but there is little hope of
funding this necessarily multilateral program without the incen-
tives that the protocol would provide. And I hope in the question
period we will have a greater opportunity to discuss this program.
Thank you very much.

Mr. SHAYS. Thank you very much, Dr. Rosenberg.

[The prepared statement of Ms. Rosenberg follows:]
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My thanks to Representative Shays and the Subcommittee for giving me the opportunity
to speak for the many expert non-govemmental organizations and individuals in this
country and elsewhere, the vast majority of whom support the rapid completion of a
Protocol to strengthen the Biological Weapons Convention (BWC).

Iam Dr. Barbara Hatch Rosenberg, a molecular biologist formerly of Cornell Medical
College and now Research Professor at the State University of New York. I chair the
Federation of American Scientists” (FAS) Working Group on Biclogical Weapons, a core
group of ten professionals with expertise ranging from technical to medical to legal to
political, and, in addition, dozens of collaborating consultants on specialized issues. All
of us volunteer our efforts in the hope of contributing to the control of a looming, long-
term global threat that is increasing every day along with the explosive growth of
knowledge in the biological sciences and technology.

The FAS Working Group has monitored the course of the BWC and contributed to every
effort to strengthen it for more than twelve years. Until quite recently we were the only
NGO involved. Our institutional memory and technical expertise surpasses that of nearly
all the Protocol negotiators, who come and go while we stay on with our focus fixed on
biological weapons issues. Our verification credentials derive from a series of trial
inspections carried out in the early “90s, numerous in-depth discussions with inspectors
and inspection agencies such as FDA and UNSCOM, constant research, and a broad
acquaintance with most of the actors in the field, including the negotiating teams from
many countries. We have contributed nearly 50 Reports and Working Papers on
technical issues to the negotiations and sponsored many seminars and workshops in
Geneva for the negotiators. We have always worked closely with representatives of the
pharmaceutical and biotechnology industries and have issued two joint papers with
PhRMA representatives.

US Policy and the BWC Protocol

Ever since President Nixon unilaterally renounced biological weapons, there has been
bipartisan support for the BWC and, under Ronald Reagan, George Bush (8r.) and Bill
Clinton, vocal US support for strengthening it. Under the previous Bush Administration,
the United States participated in a verification feasibility study known as VEREX

{carried out by Verification Experts from the BWC parties), which issued a positive
report. A series of international steps, begun in 1986, have brought us close to the goal of
a legally-binding compliance regime for the BWC.
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Throughout the six yvears of Protocol negotiations. however, virtual deadlock in the inter-
agency process prevented United States leadership and greatly limited US contributions.
With each agency most interested in protecting its own turf, there has been no participant
who has had both the vision and the power to insist on the public interest. It is one of the
weaknesses of our government that these short-sighted bureaucrats have endured and will
continue 1o do so regardless of the Party in power. Only high-level determination, like
that of George Bush (Sr.) to complete and sign the Chemical Weapons Convention, will
override these narrow interests. Informed oversight by the legislative branch could also
play an important role.

Consequently, at the Protocol negotiations the ball has been carried by our allies,
particularly the United Kingdom, which served as Friend of the Chair for Compliance
Measures. The UK has devoted great effort to research and develop an effective
compliance regime. Their proposals have been applauded by many outside experts. If
the Western Group had stood solidly behind the original British contributions to the
rolling text we would have a much stronger Protocol text now. But US objections forced
continual weakening of the text, and the obvious split in the Western Group prevented the
West from negotiating from strength with other Blocks. Countries like China have been
able to use the United States as a shield for their views. Rejection of the Chairman’s Text
for the Protocol puts the United States in a position more extreme than that of the radical
fringe--China, Libya, Cuba, Iran and Pakistan--which have expressed significant
objections but not outright rejection of the text.

The Politics of the Chairman’s Protocol Text

US objections to the strong Protocol measures originally advocated by our allies centered
around the declaration of Biological Defense facilities. This year, new objections were
added, including opposition to declaration of non-govemmental production facilities.
Once US objections were voiced, it became essentially impossible to reach consensus on
anything stronger. The US positions embolden the likes of China or Cuba to behave
similarly. Incorporation of US demands in his compromise text left the Chairmanina
weakened position to deal with the demands of other countries. Our allies consider the
Chairman’s text to be the best that can now be achieved. At the same time, they consider
it the bottom line and want no further compromises.

Moreover, the negotiators are close to the end of their patience and our allies see no point
in continuing to spar unproductively with the United States. We are within reach of the
goal. If consensus cannot be reached soon with minor adjustment of the Chairman’s text,
it means that there is no political will to strengthen the BWC.

Endangering the International Norm against Biological Weapons

Unless it can be seen by the end of the remaining four weeks of negotiation that
agreement is near, there is sure to be a contentious row at the fifth BWC Review
Conference in November, with quite likely a lack of agreement on what to do next. The
United States is certain to receive most of the blame. We led the chorus in citing the
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danger; if we turn down an international step toward prevention that is almost within our
grasp, it will tell potential proliferators that the international conymunity is not prepared
1o enforce the ban on biological weapons. As citizens of the Jone superpower, Anericans
would be a prime target if these weapons were used either strategically or as an
instrument of terror. Even without use, the proliferation of biological weapons entails a
serious risk of escape and the possible establishment of new and uncontrollable diseases
in the biosphere. There are no military weapons that can “take out” an emerging disease.

Bioterrorism Requires State Sponsorship

US military experts, and studies by many non-governmental experts, agree that, at
present and for some time to come, terrorist groups are highly unlikely to have sufficient
expertise and resources to succeed in a mass aftack with biological weapons. Aum
Shinrikyo, the Japanese terrorist group, had plenty of both but failed in nine attempts to
mount a biological attack. Although the United States has so far concentrated on
preparations for mopping up after a bioterrorist disaster, it would be foothardy to ignore
the more important goal of cutting off the source by preventing the proliferation of
biological weapons. That is not something the United States can do unilaterally. The
first step must be international, and strengthening the BWC is the available tool. That is
why our European and other allies are so angered and dismayed by the US stance.

What the Protocel Could Do

A verification regime that can be relied upon to detect violations of the BWC 13
impossible. That is not what the Protocol is about, and not what the negotiators have ever
tried to do. Too much of what is needed to develop biological weapons also has peaceful
uses. Insuch “dual-use” situations, the objective is transparency with regard to relevant
capabilities,' This was an intrinsic premise in the VEREX feasibility study and its
positive outcome.

Sufficient transparency can be achieved by requiring declaration of relevant installations
and providing means for clarifying any questions that may arise regarding the
declarations, including whether or not relevant sites have NOT been declared. The
Chairman’s text does this. It requires declaration of the sites of greatest potential threat,
and it provides several different means for getting on site (which, if blocked by the party
in question, would also yield information).

The intrinsic tension between transparency and confidentiality means that, h any
biological weapons regime, no smoking guns are likely to be found. Although
inspectors’ on-site activities have to be subject to limits in order to protect confidential
information, that doesn’t mean that nothing will be learned. In Iraq, UNSCOM
inspectors met with great difficulties in obtaining hard proof, but they were adept at

! Novices often assume that “transparency” means divulging exactly what is going on in a facility. Thatis
oot the case, Ttis the facility's capabilities that must be revesled.  Experienced inspeciors can then judge
whether those capabilities make sense for peaceful purposes and are consistent with the alleged purpose of
the facility. ’
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spotting inconsistencies with the stated purpase of a site and they quickly recognized
what questions needed to be answered. Raising suspicions, or resolving them, is what the
Protocol is about. National means can then be focused on the sites or questions of
concemn. The Protocol’s compliance regime would effectively complement national
intelligence, military power and diplomacy. In serious situations the Protocol would
provide a basis, broader than we now have, for international action.

The Chairman's text provides a variety of on-site measures:

« mandatory randomly-selected visits to declared facilities;

e visits to clarify remaining questions when consultations fail (these may be voluntary
or can be pursued through the Executive Council to become mandatory);

¢ mandatory challenge investigations anywhere, including both facility and field
nvestigations.

Douglas MacEachin, former Deputy Director of the CIA, has made a persuasive case for
the deterrent effect of non-challenge visits. In a recent article he points out that, ideally,
2 proliferator would use a commercial plant as a cover for a biological weapons program,
thereby facilitating operations and the procurement of dual-use equipment and materials.
But if the plant had to be declared, he would not take the chance that inspectors might
obtain enough information during a visit to raise new suspicions. Instead, the illicit
activity would be forced into undeclared, clandestine operation, with all the attendant
risks. Any evidence of suspicious activity at an undeclared site could lead to intense
surveillance, a clarification process under the Protocol or a challenge investigation.

The Chairman's Protocol text ¢alls for a 50% vote of Executive Council members present
and voling to authorize a challenge investigation at a suspected facility, An FAS study
recommended this formula as the best means for preventing ill-founded investigations
without unduly inhibiting the use of this important measure or impeding its deterrent
effect. Although challenge investigations have political costs and will not be used often,
it is likely that, had the Protocol been in existence, the political situations would have
permitted the invocation of challenge investigations in past cases where allegations
eventually proved to be true, such as the anthrax outbreak at Sverdlovsk in 1979. A
challenge at that time would have forced the Soviet Union to flout the terms of the treaty
and refuse access. That might have had a dampening effect on their subsequent
biological weapons build-up.

It is ironie that, 